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- Knowing Ourselves - Deep Asset Intelligence

— Complete situational awareness of every IT, OT, IoT and IoMT
asset in your cyber terrain

— Complete situational awareness of the traffic across your
network

- Knowing the Adversary - Threat/Vulnerability Intelligence
— Insights into an adversary’s targeting and TTP development
— Understand intent and vector before they attack






Cyber Attack Surface

More Blind Spots, More Complexity, More Attacks
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“Good” Vulnerability Intelligence

e Must come BEFORE the attack

o Duck and Cover alarms that happen after the rockets land are no good

e Must be relevant to my cyber terrain
o What are the specific types of assets being targeted?

e Must provide the TTP in use
o Zero day?
o Existing CVE weaponization?
o New weaponization of old CVE?
e Must be provided to the right opertator

o Formatted for easy ingestion
o Tyranny of Tear Lines



Desired Operational State

Complete Threat Intelligence &

Asset/Network Fuse & Vulnerability
Situational Awareness Operationalize Intelligence

Decision quality information at the right place and right
time

Decision Advantage & Manuever
Advantage




Desired Operational State
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Situational Awareness Operationalize Intelligence

Decision quality information at the right place and right
time

Inside the Decision Advantage & Manuever Change state of
OODA Loop Advantage asset or network
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Eliminate Stovepipes

Complete
Asset/Network

Situational Awareness ’ Operationalize ’ Intelligence

Persistant visibility
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Questions?
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